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Biometric & Identity 
Technology Center

[  I N N O V A T I O N :  S & T  I N  A C T I O N  ]

S&T conducts foundational research to ensure advancements in 

science and technology are harnessed for cutting-edge solutions to 

new and emerging operational challenges.

Drive biometric and identity innovation at DHS through RDT&E 

capabilities

Facilitate and accelerate understanding of biometrics and identity 

technologies for new DHS use cases

Drive efficiencies by supporting cross cutting methods, best practices, 

and solutions across programs

Deliver Subject Matter Expertise across the DHS enterprise

Engage Industry and provide feedback

Encourage Innovation with Industry and Academia



The Maryland Test Facility (MdTF)

▪ Founded in 2014 by the Department of 
Homeland Security, Science and Technology 
Directorate.

▪ 20,000 ft2 of office and reconfigurable laboratory 
space

▪ Fully instrumented and designed for human 
subject testing

▪ Data collection infrastructure: Cameras, ambient light, 
noise, humidity, real time control center and monitoring 
capability, informed consent collection facilities, etc.

▪ Since its founding over 2500 subjects have 
participated in biometric testing at the MdTF

▪ Ages 18-72

▪ 114 countries of origin



DHS S&T Biometric Technology Rallies

2018
Biometric 

Technolog

y Rally at 
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Scenario Testing vs. Technology Testing

▪ Scenario Testing:

▪ Centered around a use-case,

▪ Full multi-component biometric system,

▪ Gathering new biometric samples,

▪ Smaller sample size.  Important to delineate 
the effect size you can find

▪ Answers questions about how technology 
performs for an intended use.

▪ Answers questions about the suitability of a 
system for an intended use.

▪ E.g., How will face recognition perform in a 
high-throughput unattended scenario?

▪ Technology Testing:

▪ Centered around a technology,

▪ Focused on a specific system component,

▪ Re-use of biometric datasets,

▪ Larger sample size.  Important to delineate the 
effect size you are looking for.

▪ Answers questions about how technologies 
advance or perform relative to each other.

▪ Answers questions about the limits of a 
technology’s performance.

▪ E.g., What is the minimum false match rate 
achievable by face recognition technology?

> Scenario test thinking can help frame questions of technology fairness during use. <



Scenario Testing

▪ Answers key questions not addressed by technology testing:

▪ What is the performance of the full facial recognition system (camera + human computer 

interface + matching system).

▪ What is the performance in a simulated, real world environment?

▪ Are their demographic effects in the full system? What part of the system can those effects be 

attributes to?

▪ Is a necessary part of pre-deployment testing of facial recognition systems



Scenario Testing, Lesson 1: Acquisition Errors can 
Drive Performance.

▪ In 2019 DHS S&T examined the major 

source of errors in high-throughput 

unstaffed biometric systems.

▪ 2019 Rally compared acquisition error 

to matching error:

▪ Finding 1: Vendors under-estimate 

failure to acquire.

▪ Finding 2: Measured acquisition error can 

be much higher than matching error.

•
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Scenario Testing, Lesson 1: Acquisition Errors can 
Drive Performance.

▪ In the 2021 Rally, DHS S&T again measured 

the primary source of error in 50 combinations 

of acquisition and matching systems.

▪ 75% of system combinations had acquisition 

errors in excess of matching errors.

2019

2021

> Acquisition continues to be the main 

source of error in high throughput, unstaffed 

face-recognition systems. <

> Vendors are often unaware of this. <

>This can be discovered in scenario testing.  

Difficult to ascertain in 

technology/operational <



Scenario Testing, Lesson 2: Demographic Effects 
Exist, Our Understanding of Them May be Clouded.

▪ A brief biometric history:

▪ Fingerprint Recognition:

▪ Oldest, non-innate biometric modality, dating to the 1800s

▪ U.S. Fingerprint repository began at FBI in 1924

▪ Estimated over 200 million cards processed from 1924 – 1999

▪ First automated in 1963 by Trauring

▪ 2008 – 63,000 fingerprint receipts daily



Scenario Testing, Lesson 2: Demographic Effects 
Exist, Our Understanding of Them May be Clouded.

▪ A brief biometric history:

▪ Iris Recognition:

▪ 1985 Safir and Flom patent – “Methods and apparatus are disclosed 

for identifying an eye, especially a human eye, on the basis of the 

visible features of the iris and pupil”

▪ 1991 – John Daugman formalized & automated the process

▪ 2004 – Method released publicly

▪ Limited adoption in the U.S.  Border and travel adoptions here and 

abroad throughout the 2000s.

▪ US Canada Nexus Program (2000)

▪ UAE Border (2001)

▪ India UIDAI (2009)



Scenario Testing, Lesson 2: Demographic Effects 
Exist, Our Understanding of Them May be Clouded.

▪ A brief biometric history:

▪ Face Recognition:

▪ Early approaches date to around the same time automated 

fingerprints 1960s - based on distances & ratios between 

facial points

▪ Eigenfaces, fundamental face vectors, in the 1990s was 

major improvement.



Scenario Testing, Lesson 2: Demographic Effects 
Exist, Our Understanding of Them May be Clouded.

▪ A brief biometric history:

▪ Face Recognition:

▪ Led to first national testing program (NIST FERET) in 1993

▪ Results improved slowly through the 2000s

▪ Then came the application of AI in 2014

▪ Ongoing NIST FRVT 1:1 
Challenge (February 9, 2021):

▪ 271 algorithms from over 200 
different companies

▪ 1:1 – now have a 0.2 % non 
match rate at a false match rate 
of 1 in a million

▪ Allowed us to start thinking 
about doing identification 
operations with face



But Faces are Fundamentally Different for (at least) 
Two Reasons

▪ Faces are genetic, iris and fingerprint characteristics 
are determined during development.

▪ To us, individuals look more like their parents, siblings, and 
those that share racial and gender categories.

▪ Humans have an innate ability to perform face 
recognition tasks, not so with iris and fingerprints.

▪ Humans have dedicated brain areas that process faces 
quickly

▪ This was an important function for human evolution

▪ Mates, Friends, Foes, Family members

▪ Other primates have a similar capability

▪ Intuitively perceive same-gender and same-race faces as 
more similar

▪ We even know the exact part of the human brain dedicated 
to face processing.

▪ Evolved to recognize familiar individuals within small social 
groups (25-100)

▪ Prosopagnosia – “face blindness”



Scenario Testing, Lesson 2: Demographic Effects 
Exist, Our Understanding of Them may be Clouded.

Iris recognition

Iris recognition false positives were 

random relative to race and gender

Face recognition

80% of face recognition false positives 

were between people of the same race 

and gender

> It may seem natural to us that face recognition “clusters” people based on race and gender <

Subjects consent for use of their image in publications was obtained 



This “clustering” is often referred to negatively



It is also (likely) (currently) a Universal Feature of 
Face Recognition

▪ We first highlighted this in 2019 

using one commercial algorithm

▪ NIST subsequently confirmed this 

exists in 138 algorithms

▪ NIST FRVT Part 3: Demographics – 

Annex 5.  



But must it be so?

▪ We need to overcome our human intuition to evaluate face recognition artificial 

intelligence (AI) objectively.

▪ Is this the goal?



But must it be so?

▪ We need to overcome our human intuition to evaluate face recognition artificial 

intelligence (AI) objectively.

▪ Or is this the goal?



A new way to think about face similarity

BF to BF

WF to WF

WF to BF



Can face recognition work without relying on race 
and gender?

▪ Mathematically removed 

similarity score variation 

related to race and gender

▪ Race and gender clustering 

was removed but individual 

distinction remained

▪ Face recognition will likely 

be useful even without using 

race and gender



Scenario Testing: Lesson 3, Changes on the Ground 
Can Reveal Demographic Effects.

Each point in the graph represents the true identification rate (TIR) of a combination of an acquisition 

and matching system (n = 60) across our sample of 582 volunteers.

TIR includes failure of acquisition systems to submit images.

Matching TIR discounts any failure of acquisition systems to submit images.
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Scenario Testing, Lesson 4: Humans in the Loop are 
Susceptible to Influence

Control

Computer-No 

Mask

Computer-

Mask

Similarity-Confidence Scale (Value)

I am absolutely certain this is the same person (3)

I am mostly certain this is the same person (2)

I am somewhat certain this is the same person (1)

I am not sure (0)

I am somewhat certain these are different people (-

1)

I am mostly certain these are different people (-2)

I am absolutely certain these are different people (-

3)

374 Untrained Human Subjects:



Scenario Testing, Lesson 4: Humans in the Loop are 
Susceptible to Influence

• Telling a human “same or different” 
influenced their thinking

• Masks increased this influence

• Sensitivity (d ՛) lower in mask condition 
– more difficulty distinguishing face 
pairs in presence of mask

• Criterion (c) higher in mask condition – 
face masks increase cognitive bias and 
the impact of algorithms on face 
matching



Scenario Testing, Lesson 5: Need to Standardize 
How We Measure and Talk About Equitability

▪ Quantifying biometric system performance 
across demographic groups

▪ New work item, approved in 2020

▪ First draft summer 2021

▪ Anticipated publication in 2023 - 2024



Scenario Testing, Lesson 5: Need to Standardize 
How We Measure and Talk About Equitability

▪ Definitions:

▪ False positive differential performance – “difference in false positive error rates calculated 

within multiple demographic groups”

▪ If Group A’s false match rate is 1%, and Group B’s false match rate is 3%

▪ Metrics:

▪ Variation from the Mean:

▪ Gini Coefficient:



Scenario Testing, Lesson 5: Need to Standardize 
How We Measure and Talk About Equitability

▪ Protocols:

▪ How to collect demographics:

▪ Self report – trying to infer demographic variables from 

the same samples used to perform biometric 

processing can be problematic

▪ Phenotypes

▪ Skin tone an important corollary for demographic 

performance in face recognition

▪ Likely explains performance variation better than self 

reported race

▪ Collecting this data is challenging in lab and operational 

environments
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Senario Testing, Lesson 5: Need to Standardize How 
We Measure and Talk About Equitability

▪ Protocols



Reporting Differences in Disaggregated Metrics

Metric Value Pros Cons

Difference 97%-94% = 3% Simple to compute and 

compare

Easy to mis-interpret as a 

percent difference

Ratio of Success 

Rates

94%/97% = 0.97x Similar to measure used by 

EEOC (4/5th rule)

Confusable with another 

success rate

Ratio of Error 

Rates

6%/3% = 2x Highlights disparities in 

number of individuals 

experiencing errors

Neglects high proportion of 

successful individuals in 

both groups

Comparison with 

Benchmarks

94% < 95% - does not meet threshold

97% > 95% - meets threshold

Easy to understand and 

trace to requirements

Does not capture 

magnitude of the difference

Median System:

97% TIR for Males

94% TIR for Females
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Biometric Testing and Demographics: A Key Element 
of Public Trust

▪ Growing numbers of deployments (law enforcement, border control, private)

▪ Increased public awareness and concerns

▪ Concern amongst policy-makers:

▪ USS.3284 – Ethical Use of Facial Recognition Act

▪ USS.4084  - Facial Recognition and Biometric Technology Moratorium Act of 2020

▪ Australian Identity Matching Services Bill 2019

▪ European Commission Ethics Guidelines for Trustworthy AI

▪ Bridges v. South Wales Police



More information:

▪ This work was performed by the Identity 
and Data Sciences Lab, a multi-disciplinary 
& dedicated team of researchers at the 
Maryland Test Facility.

▪ Find out more about the DHS Biometric 
Technology Rallies:

▪ Results at https://mdtf.org/

▪ Questions: peoplescreening@hq.dhs.gov

▪ jhoward@idslabs.org

▪ arun.vemury@hq.dhs.gov 

https://mdtf.org/
mailto:peoplescreening@hq.dhs.gov
mailto:arun.vemury@hq.dhs.gov
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