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METHOD FOR SUBJECT CLASSIFICATION 
USING A PATTERN RECOGNITION INPUT 

DEVICE 

PRIORITY CLAIMAND CROSS-REFERENCE 
TO RELATED APPLICATIONS 

0001. This patent application is a non-provisional patent 
application of U.S. provisional patent application 61/405.988 
filed on Oct. 22, 2010 and entitled "Method for Authentica 
tion Using a Pattern Recognition Keyboard', which is hereby 
incorporated by reference in its entirety. 

TECHNICAL FIELD OF THE INVENTION 

0002 The present invention relates in general to the field 
of subject classification, and more specifically to a system and 
method for Subject classification using a pattern recognition 
input device. 

STATEMENT OF FEDERALLY FUNDED 
RESEARCH 

0003. None. 

INCORPORATION-BY-REFERENCE OF 
MATERIALS FILED ON COMPACT DISC 

0004. None. 

BACKGROUND OF THE INVENTION 

0005. The management of passwords has become prob 
lematic for both users and system administrators in nearly all 
industries due to the fact that users are typically encouraged to 
create hard-to-guess passwords that are often also hard to 
remember. 
0006 Initial efforts in Keystroke Dynamics (KD) were 
largely focused on dynamic or continuous authentication that 
is, users were being continually verified throughout the dura 
tion of their session. This process typically involves creating 
a global representation of how the user types and then being 
able to predict their typing patterns a priori for any input 
which requires a lengthy training set (e.g., typically hundreds 
orthousands of characters). In this way, the user is continually 
authenticated throughout the duration of his or her session. 
The other approach has used static authentication, or simple 
discrimination which is reminiscent of more traditional login 
methods. 
0007 For example, U.S. Pat. No. 4,621,334, entitled Per 
Sonal Identification Apparatus describes a method and appa 
ratus is disclosed for verifying whether a particular individual 
is a member of a predetermined group of authorized individu 
als. The Subject apparatus is particularly Suited for controlling 
access to a secure resource Such as a computer network or 
database and time delays are measured between Successive 
strokes of a keyboard as the individual enters his name. A 
timing vector, which is constructed from the time delays, is 
statistically compared with a stored timing vector derived 
from the authorized individual. If the timing vectors are sta 
tistically similar, the individual will be permitted access to the 
SOUC. 

0008. As a result, there is a need for an apparatus and 
method for the classification of subjects based on keyboard 
input characteristics for the purposes of identification to 
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enable a variety of resulting processing applications includ 
ing that of user authentication. 

BRIEF SUMMARY OF THE INVENTION 

0009. The present invention provides a keyboard interface 
routine to interpret signals from the keyboard, a keystroke 
analysis algorithm to generate unique typing signatures, and 
a signature comparison function to compare current typing 
habits to established signatures for the purpose of identifica 
tion. 
0010. The present invention provides an input device that 
includes a user input interface coupled to one or more sensors. 
The input device is communicably coupled to a processor. A 
memory is communicably coupled to the processor. The one 
or more sensors coupled to the user input interface create a 
keystroke object whenever a single user input is received by 
the user input interface. The keystroke object includes three 
or more key attributes comprising pressure data and timing 
data measured during entry of the single user input, and a 
unique symbol, function or command associated with the 
single user input. The processor (a) receives a series of the 
keystroke objects, (b) determines a typing signature for the 
series of keystroke objects by analyzing the key attributes of 
the series of keystroke objects using a pattern recognition 
algorithm, (c) compares the typing signature to one or more 
user typing signatures stored in the memory, and (d) classifies 
the user based on whether or not the typing signature is 
statistically similar to one of the stored typing signatures. 
0011. In addition, the present invention provides a method 
for classifying a user using pattern recognition of an input 
device. An input device is provided that has a user input 
interface, one or more sensors, a processor and a memory, 
wherein (a) a keystroke object is created whenever a single 
user input is received by the user input interface, and (b) the 
keystroke object includes three or more key attributes com 
prising pressure data and timing data measured by the one or 
more sensors during entry of the single user input, and a 
unique symbol, function or command associated with the 
single user input. A series of the keystroke objects are 
received via the user input interface. A typing signature is 
determined for the series of keystroke objects using the pro 
cessor by analyzing the key attributes of the series of key 
stroke objects using a pattern recognition algorithm. The 
typing signature is compared to one or more user typing 
signatures stored in the memory using the processor. The user 
is classified based on whether or not the typing signature is 
statistically similar to one of the stored typing signatures. 
Moreover, the method can be implemented as a non-transi 
tory computer readable medium having one or more code 
segments that perform the steps when executed by one or 
more processors. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0012 For a more complete understanding of the features 
and advantages of the present invention, reference is now 
made to the detailed description of the invention along with 
the accompanying figures and in which: 
0013 FIG. 1 is a block diagram of an input device in 
accordance with one embodiment of the present invention; 
0014 FIG. 2 is block diagram of an input device in accor 
dance with another embodiment of the present invention; 
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0.015 FIG. 3 is flow chart of a method in accordance with 
another embodiment of the present invention; 
0016 FIG. 4 is an illustration of various parameters that 
can be evaluated in order to determine a typing signature in 
accordance with another embodiment of the present inven 
tion; 
0017 FIG. 5 is a plot of the performance of a biometric 
pressure keyboard in accordance with one embodiment of the 
present invention; and 
0018 FIGS. 6A and 6B are graphs of a Receiver Operating 
Characteristic (ROC) curve and the partial area under the 
curve (pAUC) for FPRs 0.05. 

DETAILED DESCRIPTION OF THE INVENTION 

0019 While the making and using of various embodi 
ments of the present invention are discussed in detail below, it 
should be appreciated that the present invention provides 
many applicable inventive concepts that can be embodied in a 
wide variety of specific contexts. The specific embodiments 
discussed herein are merely illustrative of specific ways to 
make and use the invention and do not delimit the scope of the 
invention. 
0020. To facilitate the understanding of this invention, a 
number of terms are defined below. Terms defined herein have 
meanings as commonly understood by a person of ordinary 
skill in the areas relevant to the present invention. Terms such 
as “a”, “an and “the are not intended to refer to only a 
singular entity, but include the general class of which a spe 
cific example may be used for illustration. The terminology 
herein is used to describe specific embodiments of the inven 
tion, but their usage does not delimit the invention, except as 
outlined in the claims. 
0021. As used herein, the term keyboard or keypad may be 
used to denote any input device that uses a touch based input 
device. One embodiment of the instant invention includes a 
limited number of keys that may be pressed, e.g., a keypad or 
simple buttons. In some embodiments, the device may be 
keyboard with one or more sensors located at one location or 
multiple locations on either the key or the board or a sensor 
under the device. In other embodiments, the device may be a 
touch screen or a touch pad that includes an internal sensor 
(e.g., location, pressure, force, visual, time, etc.) and the 
touching of the Surface records one or more parameters of the 
contact. The present invention can be used in any application 
that at least one parameter may be recorded from a key stroke. 
This can be a touch screen phone or computer to the inputting 
of data into a textbox that measures the time intervals for key 
strokes. 
0022. The ability to examine signals coming from the 
keyboard hardware is the first crucial aspect of the typing 
pattern recognition system. These signals are actually an 
uninterrupted steam of packets from the keyboard that indi 
cate which keys are pushed down and the pressure or other 
characteristic data with which they are being depressed for a 
given time instance. By perpetually examining these commu 
nications, the Keyboard Interface Routine can monitor when 
a key’s up or down state changes. When these events occur the 
function takes the appropriate steps to either instantiate a new 
keystroke object (for the case where a state has change from 
up to down) or to finished packaging an already created 
keystroke object (for the case when a state has changed from 
down to up). 
0023 The characters entered by a user are only one 
attribute of the way they are interacting with the keyboard. 
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They press down onkeys with various intensities (though this 
typically can't be measured by the keyboard) and have vari 
ous timing attributes associated with different combinations 
of keys. The present invention provides a system which adds 
additional components on top of the mere character string 
which makes up the password. In this way, an intruder could 
know the character string which makes up your password, but 
still not be able to replicate the physical movements required 
to authenticate. 
0024. The keystroke object is a neatly packaged container 
ofall the relevant information associated with a single depres 
sion and release of a key. This information may include time 
(in nanoseconds) that the keyboard first recognized a particu 
lar key as depressed, the unique letter or symbol associated 
with the key, the last time that the keyboard registered the key 
as depressed, and a vector of variable length that represents 
the pressure or other characteristic data associated with each 
signal that was observed by the interface. The length of this 
pressure or other characteristic data varies depending on the 
overall depression time of the particular key. Once this infor 
mation has been organized and collected into a unique object 
the structure is then passed to the keystroke analysis algo 
rithm for interpretation. 
0025. The next part analyzes the keystroke objects that are 
passed to it by the interface for the purpose of establishing a 
standard typing signature for a particular user or group of 
users. The essential component here is to be able to create the 
“signature of a user, based on one or more entries. Based on 
this signature, later entries can be compared in order to evalu 
ate the likelihood that the user entering the password is the 
same user as the one who generated the signature earlier. 
0026. One embodiment is to use the means and standard 
deviations of each key attribute and measure on that basis. For 
instance, a system was built which penalized users for each 
standard deviation away from the mean they were for each 
attribute. Other embodiments include a variety of other 
machine learning techniques. 
0027. One key consideration of the integration of a pres 
Sure-sensitive or other characteristic-sensitive device in per 
forming identity verification. These sensor-based attributes 
come in a variety of forms. To give two examples: the average 
pressure over the duration of a keystroke and compute the 
similarity to previously entered averages of that user. Also, a 
curve can be fit to the points representing the pressure of a 
keystroke. In this way, the similarity of two key-presses can 
be compared mathematically in terms of their underlying 
form or structure (statistical similarity). 
0028. Various other components have also been inte 
grated: for instance, an algorithm which tracks the past false 
entries and will penalize similarity to those entries. In this 
way, a false user would continually be penalized for a simi 
larity to their previously rejected typing pattern. In this way, 
users who continue to guess at another user's password will 
get progressively worse scores. 
0029 Now referring to FIG. 1, a block diagram of an input 
device 100 inaccordance with one embodiment of the present 
invention is shown. The input device 100 includes a user input 
interface 102 coupled to one or more sensors 104. The user 
input interface 100 can be a keyboard, a keypad, one or more 
keys, one or more buttons, a touch screen or a touchpad. The 
input device 100 is communicably coupled to a processor 106 
via an input/output (I/O) channel 108. A memory 110 is 
communicably coupled to the processor 106. The one or more 
sensors 104 coupled to the user input interface 102 create a 
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keystroke object whenever a single user input is received by 
the user input interface 102. The single user input can be a 
user touching a screen in a specific location, pressing down a 
specific key, making a specific motion on a touch screen or 
other process for inputting data into the device. The keystroke 
object includes three or more key attributes comprising pres 
Sure data and timing data measured during entry of the single 
user input, and a unique symbol, function or command asso 
ciated with the single user input. The processor 106 (a) 
receives a series of the keystroke objects, (b) determines a 
typing signature for the series of keystroke objects by analyZ 
ing the key attributes of the series of keystroke objects using 
a pattern recognition algorithm, (c) compares the typing sig 
nature to one or more user typing signatures stored in the 
memory, and (d) classifies the user based on whether or not 
the typing signature is statistically similar to one of the stored 
typing signatures. 
0030 The series of keystroke objects can be a user name, 
a user identifier, a password, a passcode, a passphrase, a 
response to a security question or a combination thereof. The 
receiving, determining and comparing steps performed by the 
processor 106 can be repeated for two or more series of 
keystroke objects before performing the classifying step. 
Moreover, the series of keystroke objects can be preset, con 
tinuous, periodic or random. Note that each Successive piece 
of information input into the system must be distinct and 
measurable. The input device 100 can be communicably 
coupled or integrated into a computer, a laptop, a workstation, 
a phone, a user device, an electronic tablet, an entertainment 
device (e.g., game controller, game console, gaming device, 
electric piano, electric organ, etc.), a security device, a 
machine, a vehicle or a combination thereof. The classifica 
tion comprises an authentication or verification of the user, a 
classification of the user as a member of a group or a combi 
nation thereof. The processor 106 can provide the classifica 
tion to the user. 

0031. In addition, the processor 106 can stores the user 
typing signature for a particular user and a particular series of 
keystroke objects. The processor 106 can receive the particu 
lar series of keystroke objects, and determine the user typing 
signature for the particular series of keystroke objects by 
analyzing the key attributes of the particular series of key 
stroke objects using the pattern recognition algorithm. 
0032. The timing data may include a hold time for the 
single user input and a flight time between the single user 
input and a previous single user input, if any. The pressure 
data may include a maximum pressure and one or more other 
pressures measured during the hold time for the single user 
input. Alternatively, the pressure data may include a maxi 
mum pressure, two or more other pressures measured during 
a hold time for the single user input, an average pressure 
measured during the hold time for the single user input, a 
vector of variable length that represents pressure measured 
during the hold time for the single user input, a continuous 
stream or function describing pressure measured during the 
hold time for the single user input or a combination thereof. 
0033. The processor 106 can also fit a polynomial curve to 
the keystroke object for use by the pattern recognition algo 
rithm, calculate a mean and a standard deviation of each 
keystroke object for use by the pattern recognition algorithm, 
or provide any other desirable analysis or comparison. For 
example, the user typing signature can be an adaptive signa 
ture that encompasses a mood and a posture of the user and 
the input device 100 to gradually become more specific over 
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time. A variable threshold value can be adjusted to change a 
true positive rate and/or a true negative rate of the classifica 
tion. Moreover, the threshold for the statistical similarity 
determination changes over time, changes based on a location 
of the input device, changes based on one or more security 
parameters or a combination thereof. 
0034) Note that the input device 100, which is the combi 
nation of the user input interface 100 and the one or more 
sensors 104, can be packaged or integrated together into a 
keyboard, a keypad, one or more keys, one or more buttons, a 
touch screen or a touch pad. The input device 100 can also 
include other components, elements and functionality. 
0035 Referring now to FIG.2, a block diagram of an input 
device 200 in accordance with another embodiment of the 
present invention is shown. Input device 200 is similar to 
input device 100, except the processor 106 and memory 110 
are integrated into the input device 200. The input device 200 
includes a user input interface 102 coupled to one or more 
sensors 104. The user input interface 100 can be a keyboard, 
a keypad, one or more keys, one or more buttons, a touch 
screen or a touch pad. The processor 106 is communicably 
coupled to the user input device 102, the one or more sensors 
104 and the memory 110. The processor 106 is communica 
bly coupled to a second processor 202 (e.g., a system or main 
device processor) and via an input/output (I/O) channel 108. 
The one or more sensors 104 coupled to the user input inter 
face 102 create a keystroke object whenever a single user 
input is received by the user input interface 102. The single 
user input can be a user touching a screen in a specific loca 
tion, pressing down a specific key, making a specific motion 
on a touch screen or other process for inputting data into the 
device. The keystroke object includes three or more key 
attributes comprising pressure data and timing data measured 
during entry of the single user input, and a unique symbol, 
function or command associated with the single user input. 
The processor 106 (a) receives a series of the keystroke 
objects, (b) determines a typing signature for the series of 
keystroke objects by analyzing the key attributes of the series 
of keystroke objects using a pattern recognition algorithm, (c) 
compares the typing signature to one or more user typing 
signatures stored in the memory, and (d) classifies the user 
based on whether or not the typing signature is statistically 
similar to one of the stored typing signatures. 
0036. Now referring to FIG. 3, a flow chart of a method 
300 for classifying a user using pattern recognition of an input 
device in accordance with another embodiment of the present 
invention is shown. An input device is provided in block 302. 
The input device has a user input interface, one or more 
sensors, a processor and a memory, wherein (a) a keystroke 
object is created whenever a single user input is received by 
the user input interface, and (b) the keystroke object includes 
three or more key attributes comprising pressure data and 
timing data measured by the one or more sensors during entry 
of the single user input, and a unique symbol, function or 
command associated with the single user input. A series of the 
keystroke objects are received via the user input interface in 
block 304. A typing signature is determined for the series of 
keystroke objects using the processor by analyzing the key 
attributes of the series of keystroke objects using a pattern 
recognition algorithm in block 306. The typing signature is 
compared to one or more user typing signatures stored in the 
memory using the processor in block 308. The user is classi 
fied based on whether or not the typing signature is statisti 
cally similar to one of the stored typing signatures in block 
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310. The method 300 may include other steps or processes 
described herein. Moreover, the method 300 can be imple 
mented as a non-transitory computer readable medium hav 
ing one or more code segments that perform the steps when 
executed by one or more processors. 
0037 Referring now to FIG. 4, an illustration of various 
parameters that can be evaluated in order to determine a 
typing signature in accordance with another embodiment of 
the present invention. For example, the Flight Time can be 
defined as the elapsed time between the release of key, to the 
depression of key. Hold Time can be defined as the amount 
of time between the depression of key, to the release of key. 
The Pressure of depressed keys is read as an 8-bit value at a 
pulse of ~10 ms. Each keypress, then, will generally have 
multiple pressures associated with it (one for each 10 ms the 
key was pressed). The average of these values is normalized. 
Pressure Curve. As described above, the keyboard produces a 
series of points representing the pressure of the keystroke 
over time. A polynomial curve can be fit to these points in 
order to examine how the key was pressed. 
0038. These four attributes are recorded about each key 
stroke and are used to evaluate the likelihood that the user 
entering the password is the person they are claiming to be or, 
or their membership into a previously established group. This 
calculation considers the in/consistency of each attribute. For 
instance, ifa user often forgets where the “w” key is (thus, the 
flight time before the “w” key is quite variable), he or she will 
not be penalized for a variability (in either direction of the 
average) on this attribute. However, if a particular user holds 
down a key for the same amount of time (+/-a few ms) every 
time they have entered the password, then a deviation from 
this average would be heavily penalized. 
0039. One critical concern when implementing such a sys 
tem is the variability of a typing “signature. Surely, typing 
patterns can be affected by mood, energy level, etc. All of 
these things must be considered when designing and testing 
Such a system. The approach taken to handle this concernis to 
create an adaptive signature. Each time the user Successfully 
logs into the system, his or her signature updates just slightly. 
In this way, the signature will grow to encompass all of a 
user's moods, postures, and keyboards, and can gradually get 
more specific over time. This also addresses the issue of a user 
becoming more competent at typing a particular password. 
0040. Now referring to FIG.5, a plot of the performance of 
a biometric pressure keyboard in accordance with one 
embodiment of the present invention is shown. The accuracy 
of the algorithm depends largely on how the user types. Users 
who use similar finger arrangements on the keyboard tended 
to have more similar typing patterns than those who did not. 
For example, two users who use separate fingers to type 'a' 
and's have more similar signatures among themselves than 
they do with a user who uses the same finger for both. For 
example, a strong password in the system of the present 
invention is one in which the user demonstrates a variety of 
uncommon typing patterns. We differentiate between "com 
plex” or “strong passwords and “simple' or “weak' pass 
words on this basis. The areas under the curve (AUCs) for the 
above ROC curve are 0.997 and 0.952 for the complex and 
simple passwords, respectively. The threshold could obvi 
ously be set very strictly or liberally, depending on the appli 
cation. For the complex password, for example, we chose to 
set the password such that we had a 96.1% true positive rate 
(i.e. the true user will be granted access 19 out of 20 attempts) 
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and a 99.4% true negative rate (meaning that false users are 
rejected from the system 199 out of 200 attempts). 
0041 Another embodiment of the present invention pro 
vides a modified algorithm such that the correctness of the 
characters entered is no longera Boolean value, but is another 
continuous variable which gets assigned a percentage based 
on the closeness of the entered text to the actual password. In 
this way, a typo might not be detrimental to password entry. 
Note that this implementation might address the issue of a 
sub-100% true-positive rate by bolstering the standard pass 
word entry's true-positive rate. 
0042. We define user identification, within the context of 
computer security, as an attempt to recognize, out of some set 
ofusers U, the current user, XCU. Note that the performance 
of this process is typically dependent on /U/. We define user 
authentication as the process of Verifying that the user cur 
rently using the computer truly is the user they are claiming to 
be, or is a member of a set of previously computed groups. 
This process typically involves the user specifying some 
unique user identifier before logging in. Because the identi 
fication process is completed upon entering the unique iden 
tifier, the performance of authentication typically does not 
depend on the number of users in the system. The terms 
“authentication,” “classification, and “verification' are used 
herein interchangeably. Alternatively, this classification 
could be used continuously throughout the duration of a 
user's session and could be used to estimate a user's gender or 
association with Some group of individuals with a common 
set of social characteristics. 
0043. This process is typically trained on a short keyword 
or set of keywords (potentially a secret) without concern for 
the user's global typing habits; some studies have used secret 
passwords, the user's own name, or some additional constant 
keyword. Such training can occur in either an overt or covert 
manner. Note that there can be some overlap between these 
two classifications. For instance, static keywords could be 
predefined and continually used to validate a user throughout 
the session which would allow for continuous authentication 
while only analyzing the user's typing patterns over a small 
set of words. On a traditional keyboard, two types of infor 
mation are transmitted to the computer at each keypress: the 
address or character representation of the key pressed and the 
timing data (typically key down and key up events). Typically, 
implementations compare the stored password and the 
entered password discretely and produce a binary output. 
0044) The remaining variables deal with the timing data 
associated with key presses. There is a plethora of different 
ways to process the timing data, Some of which will be elabo 
rated upon in the literature review. Fundamentally, however, 
there are two differing views associated with the human 
keyboard interaction. Some studies only consider the time 
interval from key down to the next key down. This produces 
one timing value for each keystroke. Others have considered 
two discrete values for each keystroke: the key press duration 
(key down to key up) and the key flight time (the interval from 
key up to the next key’s key down). 
0045. The one additional variable to be considered in one 
embodiment of the present invention is the force' or pres 
sure associated with each keystroke. We will derive our pres 
Sure readings from a pressure-sensitive keyboard developed 
by Dietz in 2009. This keyboard is distinct from previous 
pressure-sensitive keyboards in that it modifies very little 
about the structure of the keyboard and could be "inexpen 
sively mass-produced. The pressure-sensitivity involves 
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only a Subtle change to the keyboard's mechanics. Rather 
than using a highly-conductive sensor underneath each key to 
detect when that key has been pressed, Dietz uses a Carbon 
pad which produces a variable amount of current based on the 
pressure exerted on the two contacts. This subtle change, 
when analyzed later in embedded logic, can produce a read 
ing of the pressure currently exerted on any depressed key. 
0046. The present invention provides pressure variables 
on each keystroke and will consider how best to process the 
data. Various options present themselves: raw maximum 
pressure, maximum pressure normalized over Some value, 
average pressure throughout the keystroke, some analysis of 
the shape of the curve, etc. Regardless of the number of 
features an algorithm extracts per keystroke, there will be 
additional information delivered with each keystroke. Thus, 
there is typically more information contained in a long pas 
sage of entered text than there would be in a short password. 
This information can be used to differentiate one user from 
another more precisely. 
0047 One primary interest in the field of keystroke 
dynamics is the comparison of various implementations. The 
most basic score of a user authentication algorithm is based 
on how often it correctly classifies users. This classification 
can be visualized in the Table below: 

Actual User 

True User Imposter 

Algorithms Accept True Positive False Positive 
Action Reject False Negative True Negative 

0048. It is trivial to normalize each of these to get a rate of 
occurrence of each classification. The goal of any user 
authentication algorithm is to maximize the True Positive 
Rate (admitting the true user into the system) and True Nega 
tive Rate (rejecting impostors). This minimizes the False 
Positives (rejecting the true user) and False Negatives (admit 
ting an impostor). In a perfect system, the False Positive Rate 
and False Negative Rate would both be 0%. 
0049. In most non-binary systems (such as keystroke 
dynamics), there is some value which represents the system's 
confidence that the current user truly is the user he or she is 
claiming to be. Thus, some threshold (could be globally 
defined or defined for individual users) will be imposed to 
determine what score is required to be granted access. Obvi 
ously, varying this threshold either makes the system more 
strict or more liberal in whom it admits. 
0050 False Negatives (also called False Alarm Rate 
(FAR) or Type II errors) are typically viewed as an inconve 
nience, the user will just have to attempt to login again. False 
Positives (also called Impostor Pass Rate (IPR) or Type I 
errors) are generally the more grave concern of security engi 
neers. These indicate that the incorrect user was granted 
access to the system. In most applications, False Positives are 
minimized as much as is reasonably possible while maintain 
ing system usability. 
0051 One of the largest hurdles in comparing competing 
KD (or any biometric) algorithms is the reliance on these two 
inversely-related variables. For instance, it is difficult to say 
whether an algorithm with a 10% False Positive Rate (FPR) 
and a 0% False Negative Rate (FNR) is better than an algo 
rithm with a 3% FPR and a 7% FNR. Both of these scores 
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were determined by some arbitrarily set threshold and cannot 
be fairly compared without some additional information. 
0.052 One score which attempts to provide more accurate 
comparisons is the Equal Error Rate (or Crossover Rate). This 
score is the result of setting the threshold such that the 
FNR=FPR. This reduces the score downto one number which 
simultaneously represents both of the False scores in a sys 
tem. 

0053 An alternative method to analyze the algorithm is 
based on the analysis of a Receiver Operating Characteristic 
(ROC) curve. By plotting the True Positive Rate against the 
False Positive Rate, one can reduce the performance at a 
certain threshold to a single point. By plotting out the perfor 
mance across all thresholds ranging from the lowest True 
score (inclusive) to the highest False score (inclusive), a two 
dimensional graph can visually display the performance of a 
system at all thresholds. There are two reasonable ways to 
process the ROC in this context. 
0054 First, the entire area under the ROC curve can be 
calculated; this is also called the Area Under the Curve or just 
AUC. A perfect system would have an AUC of 1, in that there 
is some interval of thresholds for which all true entries are 
admitted and all impostor entries are rejected. A random 
guess would produce an AUC of 0.5, as it would still get 50% 
of the classifications correct. 
0055 FIGS.6A and 6B are graphs of a Receiver Operating 
Characteristic (ROC) curve and the partial area under the 
curve (pAUC) for FPRs 0.05. Thered curve in FIG. 6A is the 
threshold-independent performance of this example and the 
black line is the performance of a random guess. 
0056 More specifically, one can analyze the Partial AUC 
(pAUC) for a more specific portrayal of performance under 
certain conditions. The partial AUC calculates the AUC under 
some narrower range of TPRs or FPRs. For instance, if some 
system required a FPR of s().05, then the performance of the 
algorithm for all thresholds which produce a FPR of 0.05 are 
meaningless and should be thrown out. By calculating the 
pAUC on only the relevant range of entries, one can obtain 
more specific information about the performance of an algo 
rithm under certain constraints. 
0057. Using the results of the algorithm, we are able to 
observe certain trends in the data. However, if a formal 
method is needed, we can compute the Hamming distance 
from one sequence to the next and examine only those 
sequences with very Small Hamming distances. This provides 
a controlled environment in which we can study the perfor 
mance of varying only one or two bits in order to see how the 
performance is changed. It is also possible to manually force 
runs on sequences with certain deviations from a given 
sequence. This allows us to explain some observations about 
some of the more noticeable factors in the performance of the 
various algorithms. Another approach, depending on the 
number of different sequences is to compare the p/AUC for 
both values of each bit, i.e. compute the average p/AUC for all 
tests in which the first bit was set to 0, and compare that to all 
tests in which the first bit was 1. 
0058. The present invention also provides a method for 
providing encryption for different scenarios. For example a 
home use may require the parameters of or tolerance of the 
similarities between the input and the stored profile be more 
tolerant to allow more convenience. In contrast, many appli 
cations may trade convenience for security and have less 
tolerance for discrepancies. The present invention allows the 
customization of the settings to allow variations of these 



US 2012/0098750 A1 

extremes. In some instances, this tolerance may be adjusted 
on sight, off sight or in response to a specific event or program 
to allow a continuously adjusting password Verification. 
These parameters may be stored in a profile that allows data to 
be compiled, classified and sorted. For example, a web site 
may record the parameters of the keystrokes or a keyboard 
may record the time pressure and location of the keystrokes 
and store them in a profile. That profile can then be analyzed 
and classified (e.g., age, sex, race, dominate typing hand, etc) 
to use in marketing, studies and so forth. 
0059. It will be understood that particular embodiments 
described herein are shown by way of illustration and not as 
limitations of the invention. The principal features of this 
invention can be employed in various embodiments without 
departing from the scope of the invention. Those skilled in the 
art will recognize, or be able to ascertain using no more than 
routine experimentation, numerous equivalents to the specific 
procedures described herein. Such equivalents are considered 
to be within the scope of this invention and are covered by the 
claims. 
0060 All publications and patent applications mentioned 
in the specification are indicative of the level of skill of those 
skilled in the art to which this invention pertains. All publi 
cations and patent applications are herein incorporated by 
reference to the same extent as if each individual publication 
or patent application was specifically and individually indi 
cated to be incorporated by reference. 
0061. The use of the word “a” or “an when used in con 
junction with the term "comprising in the claims and/or the 
specification may mean “one.” but it is also consistent with 
the meaning of"one or more.” “at least one and “one or more 
than one.” The use of the term 'or' in the claims is used to 
mean “and/or unless explicitly indicated to refer to alterna 
tives only or the alternatives are mutually exclusive, although 
the disclosure supports a definition that refers to only alter 
natives and “and/or.” Throughout this application, the term 
“about is used to indicate that a value includes the inherent 
variation of error for the device, the method being employed 
to determine the value, or the variation that exists among the 
study Subjects. 
0062. As used in this specification and claim(s), the words 
“comprising (and any form of comprising, Such as "com 
prise' and "comprises”), “having (and any form of having, 
such as “have and “has'), “including (and any form of 
including, such as “includes” and “include’) or “containing 
(and any form of containing, Such as “contains' and “con 
tain’) are inclusive or open-ended and do not exclude addi 
tional, unrecited elements or method steps. 
0063. The term “or combinations thereof as used herein 
refers to all permutations and combinations of the listed items 
preceding the term. For example, "A, B, C, or combinations 
thereof is intended to include at least one of A, B, C, AB, 
AC, BC, or ABC, and if order is important in a particular 
context, also BA, CA, CB, CBA, BCA, ACB, BAC, or CAB. 
Continuing with this example, expressly included are combi 
nations that contain repeats of one or more item or term, Such 
as BB, AAA, MB, BBC, AAABCCCC, CBBAAA, 
CABABB, and so forth. The skilled artisan will understand 
that typically there is no limit on the number of items or terms 
in any combination, unless otherwise apparent from the con 
text. 

0064. It will be understood by those of skill in the art that 
information and signals may be represented using any of a 
variety of different technologies and techniques (e.g., data, 
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instructions, commands, information, signals, bits, symbols, 
and chips may be represented by Voltages, currents, electro 
magnetic waves, magnetic fields or particles, optical fields or 
particles, or any combination thereof). Likewise, the various 
illustrative logical blocks, modules, circuits, and algorithm 
steps described herein may be implemented as electronic 
hardware, computer Software, or combinations of both, 
depending on the application and functionality. Moreover, the 
various logical blocks, modules, and circuits described herein 
may be implemented or performed with a general purpose 
processor (e.g., microprocessor, conventional processor, con 
troller, microcontroller, state machine or combination of 
computing devices), a digital signal processor (DSP), an 
application specific integrated circuit (ASIC), a field pro 
grammable gate array (“FPGA') or other programmable 
logic device, discrete gate or transistor logic, discrete hard 
ware components, or any combination thereof designed to 
perform the functions described herein. Similarly, steps of a 
method or process described herein may be embodied 
directly in hardware, in a software module executed by a 
processor, or in a combination of the two. A Software module 
may reside in RAM memory, flash memory, ROM memory, 
EPROM memory, EEPROM memory, registers, hard disk, a 
removable disk, a CD-ROM, or any other form of storage 
medium known in the art. Although preferred embodiments 
of the present invention have been described in detail, it will 
be understood by those skilled in the art that various modifi 
cations can be made therein without departing from the spirit 
and Scope of the invention as set forth in the appended claims. 
What is claimed is: 
1. A method for classifying a user using pattern recognition 

of an input device comprising the steps of: 
providing an input device having a user input interface, one 

or more sensors, a processor and a memory, wherein (a) 
a keystroke object is created whenever a single user 
input is received by the user input interface, and (b) the 
keystroke object includes three or more key attributes 
comprising pressure data and timing data measured by 
the one or more sensors during entry of the single user 
input, and a unique symbol, function or command asso 
ciated with the single user input; 

receiving a series of the keystroke objects via the user input 
interface; 

determining a typing signature for the series of keystroke 
objects using the processor by analyzing the key 
attributes of the series of keystroke objects using a pat 
tern recognition algorithm; 

comparing the typing signature to one or more user typing 
signatures stored in the memory using the processor; and 

classifying the user based on whether or not the typing 
signature is statistically similar to one of the stored typ 
ing signatures. 

2. The method of claim 1, further comprising the step of 
storing the user typing signature for a particular user and a 
particular series of keystroke objects via the input device. 

3. The method of claim 2, further comprising the steps of: 
receiving the particular series of keystroke objects via the 

user input interface; and 
determining the user typing signature for the particular 

series of keystroke objects using the processor by ana 
lyzing the key attributes of the particular series of key 
stroke objects using the pattern recognition algorithm. 

4. The method of claim 1, further comprising the step of 
providing the classification of the user to the user. 
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5. The method of claim 1, wherein: 
the user input interface comprises a keyboard, a keypad, 

one or more keys, one or more buttons, a touchscreen or 
a touch pad; 

the series of keystroke objects comprise a user name, a user 
identifier, a password, a passcode, a passphrase, a 
response to a security question or a combination thereof; 

the input device is communicably coupled or integrated 
into a computer, a laptop, a workstation, a phone, a user 
device, an electronic tablet, an entertainment device, a 
security device, a machine, a vehicle or a combination 
thereof, and 

the classification comprises an authentication or verifica 
tion of the user, a classification of the user as a member 
of a group or a combination thereof. 

6. The method as recited in claim 1, wherein the receiving, 
determining and comparing steps are repeated for two or 
more series of keystroke objects before performing the clas 
Sifying step. 

7. The method of claim 1, wherein: 
the timing data comprises a hold time for the single user 

input and a flight time between the single user input and 
a previous single user input, if any; and 

the pressure data comprises a maximum pressure and one 
or more other pressures measured during the hold time 
for the single user input. 

8. The method of claim 1, wherein the pressure data com 
prises a maximum pressure, two or more other pressures 
measured during a hold time for the single user input, an 
average pressure measured during the hold time for the single 
user input, a vector of variable length that represents pressure 
measured during the hold time for the single user input, a 
continuous stream or function describing pressure measured 
during the hold time for the single user input or a combination 
thereof. 

9. The method of claim 1, wherein the series of keystroke 
objects is preset, continuous, periodic or random. 

10. The method of claim 1, further comprising the step of 
fitting a polynomial curve to the keystroke object for use by 
the pattern recognition algorithm. 

11. The method of claim 1, further comprising the step of 
calculating a mean and a standard deviation of each keystroke 
object for use by the pattern recognition algorithm. 

12. The method of claim 1, wherein the user typing signa 
ture comprises an adaptive signature that encompasses a 
mood and a posture of the user and the input device to gradu 
ally become more specific over time. 

13. The method of claim 1, wherein a variable threshold 
value can be adjusted to change a true positive rate and/or a 
true negative rate of the classification. 

14. The method of claim 1, wherein a threshold for the 
statistical similarity determination changes over time, 
changes based on a location of the input device, changes 
based on one or more security parameters or a combination 
thereof. 

15. A pattern recognition input device comprising 
a user input interface; 
one or more sensors coupled to the user input interface that 

create a keystroke object whenever a single user input is 
received by the user input interface, wherein the key 
stroke object includes three or more key attributes com 
prising pressure data and timing data measured during 
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entry of the single user input, and a unique symbol, 
function or command associated with the single user 
input; 

a processor communicably coupled to the one or more 
Sensors; 

a memory communicably coupled to the processor; and 
wherein the processor (a) receives a series of the keystroke 

objects, (b) determines a typing signature for the series 
of keystroke objects by analyzing the key attributes of 
the series of keystroke objects using a pattern recogni 
tion algorithm, (c) compares the typing signature to one 
or more user typing signatures stored in the memory, and 
(d) classifies the user based on whether or not the typing 
signature is statistically similar to one of the stored typ 
ing signatures. 

16. The input device of claim 15, wherein the processor 
further stores the user typing signature for a particular user 
and a particular series of keystroke objects. 

17. The input device of claim 16, wherein the processor 
further receives the particular series of keystroke objects, and 
determines the user typing signature for the particular series 
of keystroke objects by analyzing the key attributes of the 
particular series of keystroke objects using the pattern recog 
nition algorithm. 

18. The input device of claim 15, wherein the processor 
further provides the classification of the user to the user. 

19. The input device of claim 15, wherein: 
the user input interface comprises a keyboard, a keypad, 

one or more keys, one or more buttons, a touchscreen or 
a touch pad; 

the series of keystroke objects comprise a user name, a user 
identifier, a password, a passcode, a passphrase, a 
response to a security question or a combination thereof; 

the input device is communicably coupled or integrated 
into a computer, a laptop, a workstation, a phone, a user 
device, an electronic tablet, an entertainment device, a 
security device, a machine, a vehicle or a combination 
thereof, and 

the classification comprises an authentication or verifica 
tion of the user, a classification of the user as a member 
of a group or a combination thereof. 

20. The input device of claim 15, wherein the receiving, 
determining and comparing steps performed by the processor 
are repeated for two or more series of keystroke objects before 
performing the classifying step. 

21. The input device of claim 15, wherein: 
the timing data comprises a hold time for the single user 

input and a flight time between the single user input and 
a previous single user input, if any; and 

the pressure data comprises a maximum pressure and one 
or more other pressures measured during the hold time 
for the single user input. 

22. The input device of claim 15, wherein the pressure data 
comprises a maximum pressure, two or more other pressures 
measured during a hold time for the single user input, an 
average pressure measured during the hold time for the single 
user input, a vector of variable length that represents pressure 
measured during the hold time for the single user input, a 
continuous stream or function describing pressure measured 
during the hold time for the single user input or a combination 
thereof. 

23. The input device of claim 15, wherein the series of 
keystroke objects is preset, continuous, periodic or random. 
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24. The input device of claim 15, wherein the processor 
further fits a polynomial curve to the keystroke object for use 
by the pattern recognition algorithm. 

25. The input device of claim 15, wherein the processor 
further calculates a mean and a standard deviation of each 
keystroke object for use by the pattern recognition algorithm. 

26. The input device of claim 15, wherein the user typing 
signature comprises an adaptive signature that encompasses a 
mood and a posture of the user and the input device to gradu 
ally become more specific over time. 

27. The input device of claim 15, wherein a variable thresh 
old value can be adjusted to change a true positive rate and/or 
a true negative rate of the classification. 

28. The input device of claim 15, wherein a threshold for 
the statistical similarity determination changes over time, 
changes based on a location of the input device, changes 
based on one or more security parameters or a combination 
thereof. 

29. A non-transitory computer readable medium for clas 
Sifying a user using pattern recognition of an input device 
having a user interface, one or more sensors, a processor and 
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a memory, wherein (a) a keystroke object is created whenever 
a single user input is received by the user input interface, and 
(b) the keystroke object includes three or more key attributes 
comprising pressure data and timing data measured by the 
one or more sensors during entry of the single user input, and 
a unique symbol, function or command associated with the 
single user input, the non-transitory computer readable 
medium comprising: 

a code segment for receiving a series of the keystroke 
objects via the user input interface; 

a code segment for determining a typing signature for the 
series of keystroke objects using the processor by ana 
lyzing the key attributes of the series of keystroke 
objects using a pattern recognition algorithm; 

a code segment for comparing the typing signature to one 
or more user typing signatures stored in the memory 
using the processor; and 

a code segment for classifying the user based on whether or 
not the typing signature is statistically similar to one of 
the stored typing signatures. 

c c c c c 


